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Abstract: For further detecting the packet dropping attack action, a fuzzy intrusion abnormity-based detection
system (FIADS) was proposed. Based on Sugeno-type fuzzy inference system, FIADS detected the attack actions of
each node by a distributed manner, and then moved these malicious nodes out of MANET to improve the frequency
spectrum resource of MANET. Finally, fuzzy rules base was made to analyze FIADS, and comparison between
FIADS and the traditional IDES was made. The simulation results show that, compared with IDES, FIADS can
effectively detect the packet dropping attack action, and owns a higher detection efficiency.
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function Y=Parameter_Extract()

(1) %14 1t Neighbor_list ~{Address; num_pkt_rcvd;
num_pkt_sent; rate_pkt_transfer; rate_pkt_discard; real_level}

(2) If (Status(C)==Receiving)// Wi 17 1 B YOk

(3){

(4)  HHTHEE)

(5) {

(6) Address=dest_addr;

(7) Neighbor_list(dest_addr)->num_pkt_revd++;
(8) If(sre_addr 245 & 19 &)

9) {

(10) Neighbor_list(src_addr)->num_pkt_sent++;
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(11)
(12) }
(13)

(14)
(15)

(16) Neighbor_list(i)->rate_pkt_transfer=Neighbor_list(i)

}
For (i=1;i<=Size(Neighbor_list);i++)
{

->num_pkt_sent/num_pkt_revd;

(17) Neighbor_list(i)- >rate_pkt_discard =Neighbor_list(i)
->(num_pkt_revd-num_pkt_sent)/num_pkt_revd;

(18) i 1 BRI AU T3040 15 5 ¢ FLSEHEK R

(19) Neighbor_list(i)->real _level=Fusion_Computing();

(20) }
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function Y=Fusion_Computing()

(1) Mt BE a1

Temp {address; rate_pkt_transfer; rate_pkt_discard; }
Result
{address;pkt_transfer_level;pkt_discard_level;real _level};
(2)  For (i=1;1<Size(Neighbor_list);i++)

(3) f

(4)  Temp->address=Neighbor_list(i)->address;

(5)  Temp- >rate_pkt_transfer =Neighbor_list(i)- >rate_

pkt_transfer;

(6)  Temp- >rate_pkt_discard =Neighbor_list(i)- >rate_

pkt_discard;
(7)  HLARIE 5(a) 18 5(b) s Ja 2 ek HOR 20 305K i i
Result(i)->pkt_transfer_level FI pkt_discard_level;
(8) AR 1 A ALK
(9) Resuli(i)->real_level;
}
3.3 EHIRKRER
R ) JSEAE KR T R B T SR KR
THRE AT R, T B B MANET w899 547, A

127. HERE 2016 £5 10 5
10 i - i E TR 5.5, HEGaE R, R E S K >S5,
| I3 15 A IE 1 A R
Ol 34 FRESH
02l AR T 48 IDES fifi % A B R S SR ML E] FIADS f
bl S N ] Sugeno SR BERHESLABOR S B B RS 15 9 O

(a) HRICH: B R F7 T FIADS $E S 2R Tk 5 IDES A ], 3 2 il
WG 0 & S U0F 45 4150 B0, WG £ W TF B ARIFL S T X908,
o6k S FIADS i e B2 sk B i 7 — it 5 &, {H IDES
04l AL F AR, T2 S T
02t Fft e #2WMIA, 25 LBk  FIADS il IDES Fj# & 241k
0 A ¥ 4 AR, {5 TFE MR FIADS 3 REAE64 75 14D
o (0) L FFH IDES $18 88/ EA He TFADS 7235 51085 o 12 7 10 2L AT 19
osl T d # PERE IR, P4 5 2P 22 53 T LA 12208
y 4 (FEGRMT
02 41 FEREERE
0 3050 73 Ts e {8 P QualNet 7 2053 6. 105190 24 401 18 5 6 2545
(O M THACE PO E A B MANET, {5 500H 124 15 S5 30,
AR SRR Bt Dr LA AODV , MAC HpI8UH TEEE 8021107, 75 1 fff
Hik2 F BB B s B S BEALS BE 3 # B2 1 m/s B 25 m/s, 155

SRR CBRO %, S 1157 B R ROC B R
BACHA 4.10 7120, M QualNet £ 2 £ 52 52 4 5% 07
BRI ARG MATLAB SR T H AR b3,
Ji, HB T FIADS Fif 4 IDES f3R 5 5 fig  IDES 415
SRR E WS 7% SCI(10],
42 HEESH

IS AT TE N 45 5 8 3 U 251 T FIADS RIIDES
K TIRIIRFRA RGP EEE R, WA 5 Fin, fREs ]

1.0
Olg'\&\a—a\m
0.8
E‘~
0.7
% oo
m o6l el N .
vy |
\% 0.5 e FIADS A
0} |-&; IDESEUAX ]
;]3;( ’ e DESEER |
sl .. PR N
______ o---""
029--"
01 P/e_—*/*/‘
’ " B 20 25

PR AhER/ (ms™)
F€l'5  FIADS FI IDES # Il 5 ik fig L 4%

2016263-4



i ...

.128.

1, M L IDES, FIADS EA 5w 4R 30 % 5 it RO R g
KA TR IR X 2Rl FIADS (ff FH SR 2 %80 0 B 5, i
&4t IDES I FiT T 67 20 0 50 1 A9 AT 1R B R AR &
AT B o 7 SR G & 14 F FIADS JRBI 45 5 0% 2,

x2 FEABHERLHFZFMET FIADS RE5IRAER

R P Sk
8 97% 0.8%
Ly 92.5% 1.2%
= 89% 1.75

Y, 20 Hr T FIADS Al 1 RE 52 39 s L SE K P TR
(ELAIE M, O FUEE SR AR 6 B /s . 4 161 6 Al R, A 2R ] B
BON  GRAIR B IR AR OB B R
FTTRRALBOR, R FI A B, (HU PR AR B 22, X R R O 3
EWRBCEEER T AL,

0 1 1 1 1
4 6

BHIKE TR

6 FIADS F I 14 B8 S 15 o 25 M AKOF 1T R

5 HXRiE

ASCHET BN AU, BT T —Fh TR R A
FIADS 4} 30 E F W i i 2 46 T4 1 MANET Hp o &
B ERBEAT R, % RS Sugeno 25 B #E
A G AR FIADS B0 BEMIHE B . 555 B 1 QualNet
Bk A MATLAB 81 2 8 T 541 5105 £ T MANET A1l
FIADS, 3 A4 45 5 % 6 IDES #4738 0k B Ho ke, (7 &
ZE BT FIADS BAG ol 52 0% 1 S Wbk Re , A6 LU A%
i K0 2 0 EL A T A A 3 0 e A AR A R R

Sk

[1] JARKIKR, 4G, BT SR i 2 Ad Hoe M 2% F 3 i
8% th PR ). T RAL R 5 0, 2014, 35(11): 3799-3904.

2016263-5

ZHOU X X, YU Z W. Adaptive routing protocol based on context-
aware for mobile Ad Hoc networks [J]. Computer Engineering
and Design, 2014, 35(11): 3799-3904.

[2] DEE, GEFAE —FEXT AODV PSR IR Sk i K6 58 ],
ML 5 8, 2015, 32(5): 273-277.

BU F F, WU C X. A detection strategy for black hole attack
based on AODV[]]. Computer Applications and Software, 2015,
32(5): 273-277.

[31 5 H5A, XM, — Fi IR du Kol B9 WSN &2 A2 0[], 5%
HL5 SR AL, 2015(8): 61-66.

GE J L, LIU Y. A WSN location algorithm against wormhole
attacks[J]. Computer and Modernization, 2015(8): 61-66.

[4] WU, BR ST kT o ) A5 U DR LK MANET K

) B K 0 A2 g E T ()], B ER S TR, 2014, 14(29):
54-60.
WEN C Y, XU S P. The research of detecting and mitigating
gray hole attacks in MANET based on modified dynamic source
routing protocol [J]. Science Technology and Engineering, 2014,
14(29): 54-60.

[5] 7l &%, BRI AE 20l MANET 43 % 1DS 4 3¢ % 38 ok 42 5
TR T ST, AL N, 2011, 30(17) :49-53.

JIN Q H, YAO G X, LI P. A scheme of globally detecting
packet dropping attacks for clustering IDS in MANET [J].
Microcomputer and Application, 2011, 30(17): 49-53.

[6] ‘b &, 4hfE T . Mamdani 5 Sugeno M A5 e H 4 L B 52 (J].
WAL Tl K2 244, 2005, 20(2): 27-30.

ZHONG F, ZHONG Y N. The application research of Mamdani
and Sugeno style fuzzy inference[]]. Journal of Hubei University
of Technology, 2005, 20(2): 27-30.

[7] SAMEEKSHA J, AMIT J. Survey on intrusion detection system
for wireless Ad Hoc network [J]. International Journal of
Computer Applications, 2015, 120(4): 14-19.

[8] LEANDROS A M. A novel distributed intrusion detection system for
vehicular ad hoc networks [J]. International Journal of Advanced
Computer Science and Applications, 2015, 6(): 101-106.

[91 BRFHG, B, AFM 45, H T A T4 W 45 A= e il A 5
PRI, THEMLE AR 5 &, 2009, 19(12): 143-145.

CHEN D W, HUANG X L, REN X Y. An approach to IDS
model based on artificial neuron networks [J]. Computer
Technology and Development, 2009, 19(12): 143-145.

[10] XU AE, PhDOA. T35 4% b 28 ) 26 9 A RAG I A BY []]. 3
Stk ik, 2005, 26(6): 73-75.

LIU D Q, SUN Q H. Intrusion detection method based on
genetic algorithm and neural network [J]. Laser Journal, 2005,
26(6): 73-75.

[11] hifg U, P44 FA. 6T 20 J2 T[] it 22 ) 45 AR AGHIN 2R 556 19 AT

FELJ]. WA R BB TOR 2 244, 2004, 9(2): 52-55.



-129-

BERE 2016 £5 10 #

MA H F, SUN M S. Study of intrusion detection system based
on multiplayer forward neural network [J]. Journal of Harbin
University of Science and Technology, 2004, 9(2): 52-55.

[12] Z= 3t , 5K &5, 254, JE T QualNet 19— Fft 23 4 3825 i 1 M
MW 5E 5 BT[] AT L T TR, 2015, 35(5): 43-46.
LI X Y, ZHANG Z, LI Y. Research and design of distributed
air backbone network based on QualNet [J]. Ship Electronic
Engineering, 2015, 35(5): 43-46.

[13] AR, — 7 4 JC 2k 9 2% 15 5 T P SR SR A BY ()], R s Uil
J R 22 (T AR AR ML), 2015, 15(2): 73-76.
WANG T. A new capture model based on cumulative signal
interference for wireless ad hoc networks [J]. Journal of Nanjing
Normal University (Engineering and Technology Edition), 2015,
15(2): 73-76.

[14] AAT, BRIUE A, SRAT IR . — ik 52468 w4k [0 09 B9 802.11 JE
LA PENLTT ). 8RR, 2014, 25(11): 2636-2651.
SHI K, CHEN H S, ZHANG R T. Indoor location method based
on support vector regression in 802.11 wireless environments[J].
Journal of Software, 2014, 25(11): 2636-2651.

[15] 2= #% 2y 25 3R 10 2% i Bk T A3k BB AL s 5 00 19 7% 2l i 2 it
F[J]. & ARR 22 2 3R (T2 ), 2011, 41(S1): 297-303.
LI H. Mobile connection routing under modified random
waypoint models in delay tolerant mobile networks [J]. Journal
of Jilin University (Engineering Edtion), 2011, 41 (SI):
297-303.

[16] SIMAREMATE H, SYARIF A, ABOUAISSA A. Energy
consumption analysis of modified AODV routing protocol under
random waypoint and reference point group mobility models[C]//

International Conference on Advanced Computer Science and

Information Systems, Dec 1-2, 2012, Jakarta, Indonesia. New
Jersey: IEEE Press, 2012.

[17] XUk, M e, AR EE. IS J0 2k BE A B R i ok ok 1Y o
U], T EOR BT, 2014, 40(2): 97-100.
LIU X, XIAO Y J, WU H F. An improved vertical handoff
algorithm of joint radio resource management [J]. Application of
Electronic Technique, 2014, 40(2): 97-100.

(18] sZ%&. 1R 25 i I3 A A — U i RO IOUE 7 & ()] 8 7
HAR B, 2014, 40(4): 63-69.
PENG M. Blurring detection in image forensics based on pixels
direction inconsistency [J]. Application of Electronic Technique,

2014, 40(4): 63-69.

[1E& & 7]

&
v
N

B 32 48 (1981-), 4, VL 5 £ it 25 it L 4
PN A N Sl L SR A W N R
HEDE K& .

E51B.(1980-), % , Bk WL T Il v 440l 28 3%
FEBEfE R SR T TRER, BRI
A R 4

2016263-6



